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Thursday, 27 — Friday, 28 September 2018

High School for Judiciary — Scandicci (Florence)
EJTN CRIMINAL JUSTICE SEMINAR

CYBERCRIME: “EVIDENCE IN THE CLOUD:
NEW CHALLENGES IN COLLECTING
EVIDENCE ON CYBERSPACE
IN THE EUROPEAN UNION”
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With financial support from the Justice
Programme of the European Union




One-day-and-a-half training based on a ‘learn-by-doing’
methodology. Judges and prosecutors from all member
States will be involved in a series of practical workshops
addressing problems of jurisdiction and international
cooperation in cybercrime, working on case scenarios
inspired by real facts and involving both national and cross-
border judicial cooperation.

Participants will comment on the practical cases according
to their national legal systems and, most importantly, learn
about their colleagues’ systems in counterpart Member
States. The seminar will address such issues as international
framework on cybercrime, the conflict of jurisdiction and

PROGRAMME

Thursday, 27 September 2018

cross-border access to data, remote access to digital data,
open source evidence, international cooperation in criminal
matters in the light of the EIO and JITs. Participants will be
assisted by international and national experts, Europol and
Eurojust representatives. The training will include
presentations on the role of Europol and EUROJUST in
judicial cooperation in criminal matters, as well as a
framework lecture on the topic of the training’s practical
case.

Contact person from EJTN Secretariat: Alina Secrieru,
Project Manager, alina.secrieru@ejtn.eu

8.15 Bus shuttle. Piazzale Montelungo (next to Santa Maria Novella train station)

9.00-09.15 Arrival and registration of the participants

9.15-9.30 Welcome Words

(EJTN)

09.30-10.45 Cybercrime substantive and procedural

EIO/MLA Digital Exchange System

10.45-11.00 Coffee Break

11.00-12.00

Union context

IPNONENIOMN Problems of cross-border/remote access to digital data:
international cooperation in criminal matters, the USA

perspective

13.00 - 14.30 Group Photo & Lunch Break

HS0E S0 US Isp’s perspective

15.30-16.00 e

16.00 - 16.15 Coffee Break

international instruments and domestic laws
Cybercrime Directive (EU/2013); CoE Cybercrime Convention

(Budapest-2001); EIO and other new EU instruments;

Q&A on treatment and exchange of electronic evidence
across countries: strategies and tools in the European

Mr. Nicola Russo, Judge, Activity Coordinator of
the EJTN

Ms. Alina Secrieru, Project Manager, EJTN

Presentation of the European Judicial Training Network Ms. Alina Secrieru Project Manager, EJTN

Secretariat

provisions in Prof. Jeanne Mifsud Bonnici, University of

Groningen

Cristian Nicolau and Djamila Ben-Miloud, EU
Commission — Directorate General for Justice and
Consumers

Moderators: Maria Angela Biasotti and Fabrizio
Turchi, CNR-ITTIG Firenze
Cristina Posa - Department of Justice Attache at

U.S. Embassy Rome

Geoffrey Brigham, EMEA Regional Director,

Problems of cross-border/remote access to digital data: the Facebook

Q&A on problems of cross-border/remote access to digital Moderator: Francesco Cajani, Italian Member of

the European Judicial Cybercrime Network (EJCN)

16.15 — 17.15 Problems of cross-border/remote access to digital data:

international cooperation in criminal
possibilities with the EIO and JITs?

Friday, 28 September

8.15
9.00-9.15 Arrival and registration of the participants

NEW  Teresa Magno, Eurojust

Dinner: Ristorante - Osteria Boccanegra (https://boccanegra.com/en/osteria/)

Bus shuttle. Piazzale Montelungo (next to Santa Maria Novella train station)



9.15-10.15 Cryptocurrency exchange investigation Patrice REVEILLAC, Europol (Virtual/Crypto-
currency specialist, Cyber Intelligence Team
(031), European Cybercrime Centre (EC3))

10.15-10.30 Coffee Break

10.30-11.45

Workshops - on the judicial & technical topic of cross
border/ remote access to digital data

1. Problems of trans-border access to data - the Moderators:

Belgian experience: Frédéric Van Leeuw, Belgian Federal Frédéric Van Leeuw, Belgian Federal Prosecutor
Prosecutor Dario Beniamini, digital forensic examiner — IISFA
2. Social Network Analysis - from theory to practical Marco Alma, Italian Court of Cassation’s Judge

cases: Dario Beniamini, digital forensic examiner - [ISFA

3. Use of Trojan - the Italian experience: Marco Alma,
Italian Court of Cassation’s Judge

NS PICOBN Plenary session — presentation and conclusions of the
workshops (each working group should nominate a
spokesperson), and discussion
12.30-12.45 Closing of seminar. Evaluations.

12.45 Shuttle bus — departure to Florence (first to airport, then to the city center)

Speakers and experts of the seminar

Prof. Jeanne Mifsud Bonnici University of Groningen

Cristian Nicolau EU Commission — Directorate General for Justice and Consumers
Maria Angela Biasotti Researcher, CNR-ITTIG Firenze

Fabrizio Turchi Researcher, CNR-ITTIG Firenze

Cristina Posa Department of Justice Attachée at U.S. Embassy Rome

Djamila Ben-Miloud, EU Commission — Directorate General for Justice and Consumers
Geoffrey Brigham, EMEA Regional Director, Facebook

Francesco Cajani, Italian Member of the European Judicial Cybercrime Network (EJCN)
Teresa Magno EUROJUST- Seconded National Expert to the IT Desk

Patrice REVEILLAC Europol (Virtual/Crypto-currency specialist, Cyber Intelligence Team (031),
European Cybercrime Centre (EC3))

Frédéric Van Leeuw Belgian Federal Prosecutor
Dario Beniamini Digital forensic examiner — [ISFA

Marco Alma Judge, Italian Court of Cassation

Nicola Russo Judge, Activity Coordinator of the EJTN
Alina Secrieru Project Manager, EJTN



European Judicial Training Network
123, rue du Commerce
B-1000 Bruxelles

Phone +3222802242
Fax +32 22802236
Mail ejtn@ejtn.eu

www.ejtn.eu
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